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@7 Sprava identit a hesel

1. Detekce proslych hesel v AD (PowerShell)
Popis:

o Nacte vSechny uzivatele v AD.

e Kontroluje, Ze ucet je povoleny, heslo neni nastaveno na Password never expires.
e Spocita datum expirace hesla pomoci msDS-UserPasswordExpiryTimeComputed.
o Pokud je expirace v minulosti — vypiSe.

e Zobrazi: Name, SamAccountName, PasswordLastSet, PasswordExpiryDate.

e Moznost exportu do CSV.

Import-Module ActiveDirectory

SExpiredUsers = Get-ADUser -Filter * -Properties PasswordExpired,
PasswordLastSet, msDS-UserPasswordExpiryTimeComputed, PasswordNeverExpires
\
Where-Object {
$ .Enabled -eq S$true -and
$ .PasswordNeverExpires -eq $false -and
([datetime] : :FromFileTime ($ . 'msDS-
UserPasswordExpiryTimeComputed')) -1t (Get-Date)
b

Select-Object Name, SamAccountName, PasswordLastSet,

@{Name="PasswordExpiryDate";Expression={ [datetime] ::FromFileTime ($ .'msDS-
UserPasswordExpiryTimeComputed') }}

SExpiredUsers | Export-Csv -Path "C:\Reports\ExpiredPasswords.csv" -
NoTypelInformation -Encoding UTF8

2. Vyhledani ucti bez nutnosti ménit heslo (Password never expires)
Popis:

e Najde Ucty, kde je zaskrtnuto Password never expires.
e Seznam se exportuje do CSV.

Import-Module ActiveDirectory

SNeverExpire = Get-ADUser -Filter * -Properties PasswordNeverExpires |
Where-Object { $ .PasswordNeverExpires -eq S$true } |
Select-Object Name, SamAccountName, Enabled

SNeverExpire | Export-Csv -Path "C:\Reports\PasswordNeverExpires.csv" -
NoTypeInformation -Encoding UTFS8



3. Seznam neaktivnich a¢ti v doméné
Popis:

e Zjisti Gcty, které se neptihlasily 90 dni.
e PouzZiva LastLogonDate.

Import-Module ActiveDirectory

Shays = 90
$DatelLimit = (Get-Date) .AddDays (-$Days)
S$InactiveUsers = Get-ADUser -Filter * -Properties LastLogonDate |

Where-Object { $ .LastLogonDate -1t $DatelLimit -and $ .Enabled -eg
Strue } |
Select-Object Name, SamAccountName, LastLogonDate

SInactiveUsers | Export-Csv -Path
"C:\Reports\InactiveUsers ${Days}days.csv" -NoTypelInformation -Encoding
UTF8

4. Vyhledani uc¢tii s administratorskymi pravy mimo standardni skupiny
Popis:

e Zkontroluje Clenstvi uzivateli v privilegovanych skupinach.
e Najde Gcty mimo bézné admin skupiny, které¢ maji opravnéni navic.

Import-Module ActiveDirectory

# Standardni skupiny
$AdminGroups = "Domain Admins","Enterprise Admins","Administrators"

SPrivUsers = foreach ($Group in S$AdminGroups) {
Get-ADGroupMember -Identity $Group —-Recursive |
Select-Object Name, SamAccountName, ObjectClass,
@{Name="Group";Expression={$Group}}

}

$PrivUsers | Export-Csv —-Path "C:\Reports\AdminGroupMembers.csv" -
NoTypeInformation -Encoding UTFS8



Sprava poditadi a serverii
5. Detekce neaktivnich pocita¢i v AD (PowerShell)
Popis:

e Najde pocitace, které se nehlasily uréitou dobu (napt. 30/60/90 dni).
e VypiSe: ComputerName, LastLogonDate, OperatingSystem.

Import-Module ActiveDirectory

S$SDaysInactive = 90

SDatelLimit = (Get-Date) .AddDays (-$DaysInactive)
$InactiveComputers = Get-ADComputer -Filter * -Properties LastLogonDate,
OperatingSystem |

Where-Object { $ .LastLogonDate -1t S$DatelLimit } |
Select-Object Name, LastLogonDate, OperatingSystem

$InactiveComputers | Export-Csv -Path
"C:\Reports\InactiveComputers ${DaysInactive}days.csv" -NoTypeInformation -
Encoding UTF8

6. Kontrola nainstalovanych aktualizaci (PowerShell)
Popis:

o Kontroluje, zda jsou na pocita¢ich posledni Windows Update.
e Vyuzivd WMI tfidu win32 QuickFixEngineering.
e Seznamuje: ComputerName, HotFixID, InstalledOn.

SComputers = Get-ADComputer -Filter * | Select-Object -ExpandProperty Name
SReport = @ ()

foreach ($Computer in $Computers) {
try {
$Updates = Get-WmiObject -Class Win32 QuickFixEngineering -
ComputerName $Computer
foreach (Su in $Updates) {
SReport += [PSCustomObject]@({

ComputerName = $Computer
HotFixID = Su.HotFixID
InstalledOn = Su.InstalledOn

}
}
} catch {
Write-Warning "Nelze pf¥ipojit k S$Computer"
}
}

SReport | Export-Csv -Path "C:\Reports\InstalledUpdates.csv" -
NoTypeInformation -Encoding UTFS8



7. Kontrola antivirové ochrany (PowerShell + WMI)
Popis:

o Kontroluje, zda je na pocitacich zapnuta ochrana AV/EDR.
e Pouziva WMI tfidu AntivirusProduct Z root\SecurityCenter2.
e Seznamuje: ComputerName, DisplayName, ProductState.

$Computers = Get-ADComputer -Filter * | Select-Object -ExpandProperty Name
SAVReport = Q()

foreach ($Computer in $Computers) {
try {
SAVs = Get-WmiObject -Namespace "root\SecurityCenter2" -Class
AntiVirusProduct -ComputerName S$Computer
foreach ($av in $AVs) {
SAVReport += [PSCustomObject]@{
ComputerName = $Computer
AVName = Sav.displayName
ProductState = $av.productState
}
}
} catch {
Write-Warning "Nelze ziskat AV info z $Computer"
}
}

SAVReport | Export-Csv -Path "C:\Reports\AVStatus.csv" -NoTypeInformation -
Encoding UTF8
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8. Detekce neautorizovanych lokalnich acta
Popis:

e Bere jen ¢leny skupiny Administrators.

e Bezpecné extrahuje jména uzivatelii z formatu PartComponent.

e VypiSe Cisty seznam lokélnich administratort, ktery miize§ pouZit k porovnani s
autorizovanymi ucty.

Powershell:

# Definice povolenych administrdtorskych Gcétt
S$AllowedAdmins = @ ("Administrator", "ITSupport", "Helpdesk")

# Zisk&nl seznamu poclitadu z AD
$Computers = Get-ADComputer -Filter * | Select-Object -ExpandProperty Name

# Vysledek
$LocalAdminReport = @ ()

foreach ($Computer in $Computers) {
try {
# Ziskani ¢lentl lokélni skupiny Administrators
$Admins = Get-WmiObject -Class Win32 GroupUser -ComputerName
SComputer |



Where-Object { $ .GroupComponent -like '*"Administrators"*' } |
ForEach-Object {
($_ .PartComponent -replace '.*Name="([""]+)".*', 'S1l")

}

# Filtrovani nepovolenych uctu
$Unauthorized = $Admins | Where-Object { $_ -notin $AllowedAdmins }

foreach ($Su in S$Unauthorized) {
$LocalAdminReport += [PSCustomObject]@{
ComputerName = S$Computer
UnauthorizedAdmin = $Su

}
}
catch {
Write-Warning "Nelze nac¢ist lokalni adminy z $Computer"
}
}

# Export vysledku
$LocalAdminReport | Export-Csv -Path
"C:\Reports\UnauthorizedLocalAdmins.csv" -NoTypeInformation -Encoding UTF8

9. Port scan vybraného subnetu (Bash + nmap)
Popis:

e Rychla kontrola otevienych portii v subnetu.
e Uzitecné pro odhaleni sluzeb a neocekavanych otevienych porti.

#!/bin/bash
SUBNET="192.168.1.0/24"
OUTPUT="port scan report.txt"

nmap -p 1-65535 -T4 -oN S$SOUTPUT S$SUBNET
echo "Port scan dokoncen. Vysledky uloZeny do SOUTPUT"

10. ARP / MAC detekce novych zarizeni (Bash)
Popis:

o Sleduje nové zatizeni pfipojené do sité pfes ARP tabulku.
e VypiSe IP, MAC, a ¢as detekce.

#!/bin/bash
KNOWN DEVICES="known devices.txt"
CURRENT DEVICES="current devices.txt"

arp -a | awk '{print $2, $4}' | sed 's/[()]1//g' > S$CURRENT DEVICES

for device in $(cat $CURRENT DEVICES); do
if ! grep -gq "Sdevice" SKNOWN DEVICES; then
echo "Nové zarizeni detekovano: S$device"
echo $device >> $KNOWN7DEVICES
fi
done



11. Log parser firewallu / proxy (Python)
Popis:

e Analyza logt firewallu nebo proxy.
e Vypise top 10 cilovych IP nebo domén podle poctu ptistupt.

from collections import Counter
log file = "/var/log/firewall.log"

with open(log file) as f:
lines = f.readlines|()

targets = [line.split () [2] for line in lines] # predpoklad: 3. sloupec =
cilova IP/doména

counter = Counter (targets)

topl0 = counter.most common (10)

print ("Top 10 cilovych IP/domén:")

for target, count in toplO0:
print (f"{target}: {count}")

12. Kontrola expirace certifikati (Python + OpenSSL)
Popis:

o Kontrola SSL/TLS certifikati domén a sluzeb.
e VypiSe doménu, datum expirace, pocet dni do expirace.

import ssl
import socket
from datetime import datetime

domains = ["example.com", "google.com"]

for domain in domains:

context = ssl.create default context()
with socket.create connection((domain, 443)) as sock:
with context.wrap socket (sock, server hostname=domain) as ssock:
cert = ssock.getpeercert()
exp date = datetime.strptime (cert['notAfter'], "%b %d %H:%M:%S
Y $7Z")
days left = (exp date - datetime.utcnow()) .days

print (f"{domain} - expires on {exp date}, in {days left} days")



Ml Logy a monitoring

13. Automaticky report z Event Logu (PowerShell)
Popis:

e Shromazd'uje a zobrazuje vybrané udalosti ze Security Event Logu za zadané ¢asové
obdobi (vychozi je poslednich 7 dni) a sleduje udalosti 4624 a 4625 (ispésné a netispésné
ptihlaSent).

e Filtruje pouze RDP relace pomoci Remotelnteractive.

e Extrahuje uZivatelské jméno, IP a ¢as prihlaseni.

e Vypise piehlednou tabulku pro report.

Powershell:
# Nastaveni casového obdobi (napi. poslednich 7 dni)
$startDate = (Get-Date). AddDays(-7)

# Vyhledéani selhanych ptihlaseni

$failedLogons = Get-EventLog -LogName Security -After $startDate |
Where-Object { $_.EventID -eq 4625 } |
Select-Object TimeGenerated, Message, UserName

# Uzamcené UcCty

$lockedAccounts = Get-EventLog -LogName Security -After $startDate |
Where-Object { $_.EventID -eq 4740 } |
Select-Object TimeGenerated, Message, TargetUserName

# RDP pristupy (Uspesné)
$rdpLogons = Get-EventLog -LogName Security -After $startDate |
Where-Object { $_.EventID -eq 4624 -and $_.Message -like "*Remotelnteractive*" } |
ForEach-Object {
$msg =$_.Message
$null = $msg -match '‘Account Name:\s+(\S+)'
$user = $matches[1]
$null = $msg -match 'Source Network Address:\s+(\S+)'
$ip = $matches[1]

[PSCustomObject]@{
TimeGenerated = $_.TimeGenerated
UserName = $user
IPAddress = Sip
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# Vypis
$failedLogons
$lockedAccounts
$rdpLogons



14. Analyza logi z Linuxu (/var/log/auth.log) (Python/Bash)
Popis:

e Sleduje neaspésné SSH prihlaseni.
e Vypise top IP adresy podle poctu pokusi.

#!/bin/bash
log file="/var/log/auth.log"

grep "Failed password" $log file | awk '{print $(NF-3)}' | sort | unig -c |
sort -nr | head -10

Python alternativa:

from collections import Counter
log file = "/var/log/auth.log"

with open(log file) as f:
ips = [line.split () [-3] for line in f if "Failed password" in line]

counter = Counter (ips)
for ip, count in counter.most common (10) :
print (f"{ip}: {count}")
15. Shromazd’ovani a odesilani logii do SIEMu (Python)
Popis:

e Jednoduchy forwarder logii do SIEMu.
o Pfipojeni pfes TCP nebo UDP, odesila logy v readlném case.

import socket

SIEM HOST = "siem.example.com"
SIEM PORT = 514
log file = "/var/log/syslog"

sock = socket.socket (socket.AF INET, socket.SOCK DGRAM) # UDP
with open(log file) as f:
for line in f:

sock.sendto(line.encode (), (SIEM HOST, SIEM PORT))

print ("Logy byly odeslany do SIEMu.")



O Zabezpeceni systému
16. Kontrola integrity souborii (Bash s sha256sum)
Popis:

e Vytvaii hash souborii (SHA256) v urCenych adresatich (napi. /etc, /usr/bin,
C:\Windows\System32 na Windows) a porovnava je s referen¢nim souborem
baseline.sha256.

e Vysledek: Pokud se aktualni hash lisi od ulozeného, znamena to, Ze soubor byl
zménén, a skript to vypise.

e Pouziti: Slouzi pro detekci neautorizovanych prav souborti, napt. po ttoku
malwarem nebo pti omylu spravce.

#!/bin/bash

# Cesta k adreséri, ktery chceme kontrolovat
TARGET DIR="/cesta/k/souborum"

# Soubor s referené¢nimi SHA256 kontrolnimi soucty
BASELINE FILE="baseline.sha256"

# Generovani kontrolnich soudtd aktudlnich soubort
find "S$TARGET DIR" -type f -exec sha256sum {} \; > current.sha256

# Porovnédni aktudlnich soultl s referenénim souborem
echo "Kontrola integrity soubora:"
sha256sum -c "S$BASELINE FILE" 2>/dev/null | while read line; do
if echo "$1line" | grep -g "OK"; then
echo "S$line"
else
echo "UPOZORNENI: Zmé&na detekovana! $line"
fi
done

# Volitelné: aktualizace baseline po ovéreni
# cp current.sha256 baseline.sha256

17. Audit GPO nastaveni (PowerShell)
Popis:

e Vypsani dilezitych bezpecnostnich parametrt:
o Lockout policy
o Délka hesla
o Heslo historie
e Sleduje, zda GPO odpovidaji doporucené bezpecnostni politice.



# Ziskéni politiky pro mistni pocitacd
Spolicies = Get-ADDefaultDomainPasswordPolicy

Spolicies | Select-Object LockoutThreshold, LockoutDuration,
MaxPasswordAge, MinPasswordLength, PasswordHistoryCount

18. Kontrola bézicich sluzeb proti whitelistu (Python / PowerShell)
Popis:

o Sleduje béZici sluzby / procesy.
e Upozorni, pokud se objevi neznamy nebo nepovoleny proces mimo whitelist.

PowerShell:

# Definovany whitelist sluZeb
Swhitelist = @ ("WinDefend", "Spooler", "wuauserv")

# Ziskéani vSech bézicich sluzZeb
$services = Get-Service | Where-Object {$_ .Status -eq "Running"}

# Filtrace sluzeb mimo whitelist
$services | Where-Object { Swhitelist -notcontains $_ .Name } | Select-
Object Name, DisplayName, Status

Python (Linux) alternativa:

import psutil

whitelist = ["sshd", "systemd", "cron"]
for proc in psutil.process iter(['pid',6 'name']):
if proc.info['name'] not in whitelist:

print (proc.info)

UziteCné utility
19. Inventarizacni skript (PowerShell / Python)
Popis:

e Shromazd’uje informace o hardwaru, OS verzich a patch levelu.
e Vhodné pro rychly prehled infrastruktury.



PowerShell:

Get-ComputerInfo | Select-Object CsName, OsName, OsVersion, OsArchitecture,
WindowsProductName, WindowsVersion

Get-WmiObject Win32 ComputerSystem | Select-Object Manufacturer, Model,
TotalPhysicalMemory

Python (cross-platform):

import platform
import psutil

print ("0S:", platform.system(), platform.release())

print ("Architektura:", platform.machine())

print ("CPU count:", psutil.cpu count())

print ("RAM (GB):", round(psutil.virtual memory().total / (1024**3), 2))



